Cyber-Attack as a Menace to Effective Governance in Nigeria by Fayomi, Oluyemi Oyenike et al.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 ISBN: 978-1-5108-0911-6 
15th European Conference on 
eGovernment 
 
(ECEG 2015) 
 
Portsmouth, United Kingdom 
18 – 19 June 2015 
 
Editors: 
 
Carl Adams 
 
 
 
Printed from e-media with permission by: 
 
Curran Associates, Inc. 
57 Morehouse Lane 
Red Hook, NY  12571 
 
 
 
Some format issues inherent in the e-media version may also appear in this print version. 
 
 
 
 
 
 
 
 
 
 
 
Copyright© The Authors, (2015). All Rights Reserved. 
 
No reproduction, copy or transmission may be made without written 
permission from the individual authors. 
 
Papers have been double-blind peer reviewed before final submission to 
the conference. Initially, paper abstracts were read and selected by the 
conference panel for submission as possible papers for the conference. 
 
Many thanks to the reviewers who helped ensure the quality of the full 
papers. 
 
Printed by Curran Associates, Inc. (2015) 
  
Published by Academic Conferences Ltd. 
Curtis Farm Kidmore End 
Reading RG4 9AY UK 
 
Phone:  441 189 724 148 
Fax:  441 189 724 691 
 
info@academic-conferences.org 
 
 
Additional copies of this publication are available from: 
 
Curran Associates, Inc. 
57 Morehouse Lane 
Red Hook, NY 12571 USA 
Phone:  845-758-0400 
Fax:      845-758-2634 
Email:   curran@proceedings.com 
Web:     www.proceedings.com 
i
Contents
PaperTitle Author(s) Guide
page
Preface v
Committee vi
Biographies ix
ResearchPapers
WebContentAccessibilityofMunicipalwebSitesin
Turkey
YakupAkgül 1
UpliftingCitizens’Participation:AGov2.0
ConceptualFramework
MohammedAladalah,YenCheungandVincentLee 9
PublicServiceIntegrationinJordan MohammedAlhusbanandCarlAdams 18
CredibleElectionsandtheRoleofSocialMedia:The
CaseofNairalandinthe2014OsunGubernatorial
Election
CharlesAyo,JonathanOluranti,MosesDurujiand
NicholasOmoregbe
28
TheuseofInformationandCommunication
TechnologiesforPromotingandSustainingNational
IntegrationinAfrica
CecilBlake,OluyemiFayomiandCharlesAyo 37
COI:AFrameworkofSoftwareDevelopmentto
ReduceICTInvestmentandIncreaseAcceptability
ChoompolBoonmee 44
ADecadeofStudiesStudied:AssessingResearch
TrendsineGovernment
MichaeleneCox 53
HowtoGovernSmartCities?EmpiricalEvidences
FromItaly
RenataPaolaDameri,CeciliaRossignoliandSabrina
Bonomi
61
DesigningEngagingeGovernmentServicesby
CombiningUserCenteredDesignandGamification:
AUseCase
TuhinaDarganandFlorianEvequoz 70
EfficiencyandUsabilityofInformationSystems:E
RecoverySysteminSlovenia
MitjaDemanandMajaKlun 79
ASixDimensionalAssessmentToolfore
GovernmentDevelopmentAppliedtothe
HomepageSitesof25U.S.States
TimothyDolan 87
TheImpactofeDemocracyinPoliticalStabilityof
Nigeria
MosesDuruji,CharlesAyo,DanielGberevbieand
JonathanOluranti
93
MakingaCaseforeVotinginNigeria MosesDuruji,CharlesAyo,SamuelOniand
AderonkeOni
100
CyberAttackasaMenacetoEffectiveGovernance
inNigeria
OluyemiFayomi,OlyNelsonNdubisi,CharlesAyo,
FelixChidozie,LadyAjayiandUchechukwuOkorie
107
EGovernance:StrategyforMitigatingNon
InclusionofCitizensinPolicyMakinginNigeria
DanielGberevbie,CharlesAyo,FrancisIyoha,Moses
DurujiandUgochukwuAbasilim
117
EInclusiveSocietyinMalaysia:Amelioratingthee
DisadvantageCommunities
RugayahHashim,NormarlianaLaili,MohdAnuar
MazukiandPeterSaunders
125
DecisionObjectsforITCooperationDecisionsinthe
PublicSector
MarkusJakob,PetraWolfandHelmutKrcmar 133
ii
PaperTitle Author(s) Guide
page
InformationandCommunicationsTechnologyin
Government,anHistoricalPerspective
TerenceKeefeandPaulCrowther 141
AModelofSecureInterconnectionofRegisters
ContainingPersonalData
JózsefKárolyKiss,PéterJózsefKissandGáborKlimkó 149
AFrameworkforSimple,SecureandCostEffective
OnlineVotingSystem
RajivKumar,PradipKumarBala,NitinVarmaand
AbhishekSrivastava
158
HowtoSpreadeGovernment?ATwoStep
FrameworktoDefineInnovationStrategies
GiuliaMarchio,MicheleBenedettiandClaudioRusso 168
ImprovingUsabilityofeGovernmentfortheElderly TamasMolnar 180
BrazilianeGovernmentStrategies ValeriaEstherNigriMusafirandChristianaSoaresde
Freitas
187
CybersecurityChallengestoAmericanStateand
LocalGovernments
DonaldNorris,AnupamJoshiandTimothyFinin 196
EGovernment,eGovernanceande
Administration:ATypologyofCorruption
ManagementUsingICTs
EmmanuelOkewuandJonathanOkewu 203
CurbingInsecurityinSubSaharanAfricaThrough
ICTsforDevelopment(ICT4D)
EmmanuelOkewuandJonathanOkewu 213
ElectronicEnabledCitizensParliamentInteraction:
ImperativeforDemocraticGovernanceinAfrican
States
SamuelOni,CharlesAyo,AderonkeOniandMoses
Duruji
231
ElectronicPetitionandDemocraticParticipationin
Nigeria
AderonkeOni,CharlesKoredeAyo,SamuelOniand
MosesDuruji
223
HowtoFosterProsumptionforValueCoCreation?
TheOpenGovernmentDevelopmentPlan
SabinaPotra,AnaMariaBraneaandMonica
Izvercian
239
BenefitsandChallengesinInformationSharing
BetweenthePublicandPrivateSectors
DhataPradityaandMarijnJanssen 246
TheuseofSocialNetworkinEnhancinge
Rulemaking
LobnaSameerandHanyAbdelghaffar 254
BuildingaBenchmarkingModeltoAssessPolitical
AccountabilityinParliaments
ElenaSánchezNielsenandFranciscoChávez
Gutiérrez
264
ElectronicCitizenParticipationinLocalGovernment
DecisionMaking;ApplicationsforPublicBudgeting
RobertSmith 274
AnAnalysisoftheBrazilianChallengestoAdvance
ineGovernment
JoséAlbertoTorres,HélvioPeixoto,FlaviodeDeus
andRafaeldeSousaJunior
283
SmartGovernmentSolutionsinEmerging
Economies:MakingtheLeapAhead
TonyVerheijen,ZubairKhurshidBhattiandJodyZall
Kusek
292
ITProjectPrioritizationandScoringSystemforThai
PublicSectors
NawapornWisitpongphanandTawaKhampachua 300
EPoliticalMarketingToolsinModernDemocracies:
TheNigerianPerspective
RowlandWorlu,AfolabiTolulopeandCharlesAyo   308
TheGovernment’sRoleinRaisingAwareness
TowardseCommerceAdoption:TheCaseofJordan
HusamYaseen,KateDingleyandCarlAdams 316
iii
PaperTitle Author(s) Guide
page
AProposalforaCaseLaweRepositoryforASEAN
EconomicCommunityWithParticularReferenceto
ElectronicCommerce
AnowarZahid,SalawatibintiMatBasirand
HasaniMohdAli
324
FraudulentnewITSystemsoftheIsraeliCourts
UnannouncedRegimeChange?
JosephZernik 331
BuildingandEvaluatingClassificationFrameworkof
CriticalSuccessFactorsforeGovernmentAdoption
EwaZiemba,TomaszPapaj,RafaelaznyandMaria
JadamusHacura
341
ParticipationandDataQualityinOpenDatause:
OpenDataInfrastructuresEvaluated
AnnekeZuiderwijkandMarijnJanssen 351
PHDResearchPapers 359
EProcurement:ATooltoMitigatePublic
ProcurementFraudinMalaysia?
KhairulSaidahAbasAzmiandAlifahAidaLopeAbdul
Rahman
361
AConceptualModelforExaminingMobile
GovernmentAdoptioninSaudiArabia
SultanAlotaibiandDmitriRoussinov 369
EServiceAdoptioninDevelopingCountriesWith
InstabilityStatus:TheCaseofeGovernmentin
Syria
AbraheemAlsaeedandCarlAdams 376
ImplementationofeGovernmentinKurdistan
RegionalGovernment(KRG):Political,Socialand
EconomicConstraints
SabirDoski 386
ChallengesFacingeGovernmentandSmart
SustainableCity:AnArabRegionPerspective
MaysounIbrahim,SukainaAlNasrawi,AliElZaart
andCarlAdams
396
ImplementingSuccessfulITProjectsinThailand
PublicSectors:ACaseStudy
TawaKhampachuaandNawapornWisitpongphan 403
DevelopmentofaneGovernmentOntologyto
SupportRiskAnalysis
OnyekachiOnwudike,RussellLockandIainPhillips 410
HowTechnologycanHelpinReducingRomania’s
BudgetDeficit
MarioaraPiroiandMihaiPaunica 419
InformationandCommunicationTechnologiesfor
Development(ICT4D):AcasestudyofJigawaState
GovernmentinNigeria
KanyaRislana,AliceGood,CarlAdamsandPhilip
Scott
427
DifferentPatternsofUsageofeGovernment
Services:APreliminaryStudy
MusliminWallang,PaulHenmanandPhilip
Gillingham
436
InDepthComparativeCaseStudyinParticipation:
InterpretativeApproach
MuhammadYusuf,CarlAdamsandKateDingley 443
MastersResearchPapers 453
MeasuringSuccessofHigherEducationCentralised
AdministrationInformationSystem:Ane
GovernmentInitiative
NazhatulShahimaHassanandAfzaalHSeyal 455
Insights,IssuesandChallengesofApplyingDBMSin
HospitalsWithinDevelopingCountries
HenryChukwuemekeOkoro,CarlAdamsandTineke
Fitch
465
EGovernmentDevelopmentinBulgaria–Status
Quo,ComparativeStudyandPerspectives
TsvetelinaProdanovaandKateDingley 475
iv
PaperTitle Author(s) Guide
page
NonAcademicPaper  487
AnIntegratedWebBasedSystemforManaging
PayrollsofRegionallySpreadGovernmentalOffices
DimitriosAssimakopoulos,GiorgosBetsos,Eirini
Chalelli,JohnGarofalakis,IoannisGiannoudakis,
AndreasKoskerisandApostolosStamatis
489
LateSubmissions  499
ImprovingRuralHealthcareDeliveryinNigeriaus
ingDistributedExpertSystemTechnology
OlufunkeOladipupo,OlawandeDaramola,Jelili
OyeladeandIbukunAfolabi
501
EnablingSocioEconomicDevelopmentofthe
MassesThrougheGovernmentinDeveloping
Countries
OlawandeDaramolaandCharlesAyo 508
107 
 
Cyber-Attack as a Menace to Effective Governance in Nigeria 
Oluyemi Fayomi, PhD, Oly Nelson Ndubisi, PhD,  Charles K. Ayo PhD, Felix Chidozie, PhD, 
Lady Ajayi , M.Sc., Uchechukwu  Okorie, M.Sc. 
Covenant University, Ota, Ogun State, Nigeria 
 
 
Abstract 
Cyber-attack is an attempt by hackers to damage or destroy a computer network or system for 
purposes of mischief, fraud, and/or hedonism. To say that the incidences of cyber-attack are 
increasing rapidly in Nigeria is not only an understatement but also a cliché. From the 
organized private sector to public service, hackers have not spared any entity. More recently, 
governments in both developed and developing countries have had to deal with this menace on a 
frequent basis. The government of Nigeria is not an exception the thorn in the flesh. Indeed some 
government officials have blamed ineffective governance on the menace of cyber-attack, thereby 
creating the impetus for this research. The study therefore investigates the incidences of cyber-
attack in Nigeria and its impact on democratic governance.  The study was based on descriptive 
and explorative research design. This involves the use of research instrument administered to 
retrieve vital information from the target audience. The information gathered were coded into 
scale variables that support empirical investigation of the subject matter. In this study a total of 
150 questionnaires from which a total of 126 were retrieved and used for the analysis. The data 
analysis utilized frequency distribution involving percentage and factor analysis. This method is 
frequently used in the Social Sciences research. Both factor analysis and relational analysis 
were applied. Factor analysis establishes the most prominent factor responsible for cyber-
attacks motivation while the relational analysis was further utilized in examining the determined 
effect of incidence and nature of cyber-attacks on the assessment of the effectiveness governance 
in Nigeria. The evidence from the study provides significant result in support of a significant 
influence of cyber-attack menace on the perception of governance. Analysis of the motivating 
factors suggests that financial benefits and wide spread dissemination of the virus accounted for 
most factor responsible for the attacks. The study therefore recommends that government and 
law enforcement agencies should strategise on means of providing a more comprehensive data 
base to facilitate effective investigation and further research in this area. 
 
Keywords: Cyber attack, Governance, e-Governance, Factor analysis, Nigeria. 
 
1.1 Introduction 
Cyber-attack is often described as a crime that has some form of computer or cyber facet to it. 
The phenomenon is constitutes a bigger risk recently than before due to the precipitous number 
of connected people and devices.  The distinguishing features of cyber-attack are: Cyber-attack 
crime has now surpassed illegal drug trafficking as a criminal moneymaker; an identity of an 
individual is stolen every 3 seconds as a result of cyber- attack; without a sophisticated security 
package, unprotected PC can become infected within four minutes of connecting to the Internet. 
Perpetuators of cyber-attack use a number of methods, depending on their skill-set and their 
goals. These include theft of personal data, copyright infringement, fraud, child pornography, 
cyber stalking, bullying.  
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It should be noted that cyber-attack covers a wide range of different attacks, that all deserve their 
own unique approach when it comes to improving the computer's safety and protecting the users 
and the citizens as a whole. In Nigeria, the survey led by Gantz (2013) reveals that perpetuators 
of cyber-attacks entrench or implant counterfeit software with dangerous malware as a new 
technique of preying on computer users who are unaware of the potential danger. Therefore, 
more danger awaits the computers of those acquire counterfeit and pirated software. 
The Internet has facilitated dramatic increases in worldwide interconnectivity and 
communication. This form of globalization has yielded benefits, such as improved standards of 
living in the developing world, but it has also given rise to new weapons of resistance for groups 
seeking to oppose certain political measures and ideologies. Hence, for a proper understanding of 
the study, this paper will be focusing on the following objectives; 
i)  To identify whether there is a significant link between incidences of cyber-attacks 
and the assessment of effective governance in Nigeria and 
ii)  Secondly this study intends to examine the influence of variant cyber-attacks on 
perception of governance performance in Nigeria. 
2.1 CONCEPTUAL CLARIFICATIONS 
The concepts that are germane and will be discussed in this article include Cyber-attack and 
Governance. 
I.  Cyber-attack 
It has been observed that the concepts cyber-attack and cyber-terrorism are used by scholars have 
most times interchangeably to mean the same thing (Ristucci and Baich, 2012). But in actual 
sense the two concepts are different. Therefore, it is necessary to demystify the concepts cyber-
attack and cyber terrorism. 
McEachern (2011) defines cyber terrorism as: 
a computer based attack or threat of attack intended to intimidate or coerce governments or 
societies in pursuit of goals that are political, religious, or ideological. The attack should be 
sufficiently destructive or disruptive to generate fear comparable to that from physical acts of 
terrorism. Attacks that lead to death or bodily injury, extended power outages, plane crashes, water 
contamination, or major economic losses would be examples. . . . Attacks that disrupt nonessential 
services or that are mainly a costly nuisance would not [be cyber terrorism]. 
McEachern (2011) describes Cyber-attack as an umbrella term for several types of cyber-related 
activities, each of which has different motivating factors. For example Hacktivism, is a cyber-
attack motivated by political activism that often involves ruining a website for the explicit 
purpose of publicly shaming the target. Cyber-crime may involve using cyber-attack as a means, 
but its sole motivation is to gain financially from the attack (i.e., using a cyber-attack to steal 
credit card information); and Cyber-espionage involves an individual or team using various 
cyber-attack methods to capture sensitive foreign government information and plans, backed by 
a foreign state, and done by an individual or team. All of these forms of cyber-attacks are 
performed by what has been known popularly since the 1980s as a computer hacker or hackers.  
Originally, hacker was used as a term of compliment and egotism among individuals who were 
interested in  programming, and has origins as early as the 1970s at the Massachusetts Institute 
of Technology, but has since that time come to be better known to represent malicious 
individuals who break into computer systems by effecting their information with countless tools 
(Lachow, 1999). 
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Karnouskos (2014) defines Cyber-attack, 
as any type of belligerent scheme employed by individuals, organizations and countries that 
targets computer information systems, infrastructures, computer networks, and/or personal 
computer devices by various means of malicious acts usually originating from an anonymous 
source that either steals, alters, or destroys a specified target by hacking into a susceptible system. 
Also, the U.S. National Research Council (cited in Shackelford, 2013) define, 
Cyber-attacks as deliberate actions to alter degrade, deceive, disrupt, or destroy computer 
networks or systems or the information and/or programs resident in or transiting these networks or 
systems. 
On the other hand, Shackelford (2013) observes that Cyber-attack is often broken into four 
main categories namely; espionage, criminal activity, cyber warfare and terrorism. This she 
disagrees with. She opines that cyber-attacks should not be categorised in this manner; 
motivations can overlap and targets abound in cyberspace. For example, there has been a spate of 
high-profile cases of cyber-crime and espionage, as well as alleged state-sponsored cyber- 
attacks involving criminal organisations and terrorist groups targeting both private and public 
sectors. Cyber- attacks against states in particular are on the increase. Examples of such attacks 
can be seen in Estonia in 2007,Georgia in 2008, Iran in 2010, and South Korea in 2013 (Herzog, 
2011).These attacks could be said to emanate from foreign rivals in pursuit of exclusive data or 
hackers demand in grevenge or looking for profitable loopholes, or even terrorists anticipating to 
cause economic havoc and also distort political activities (Brenner, 2013). 
Hathaway, Crootof, Levitz, Nix, Nowlan, Perdue and Spiegel (2012) defines a cyber-attack as 
consisting of any action taken to undermine the functions of a computer system or network for  
political or national security or hinder the effective governance of any country. Imbedded in this 
definition is the prerequisite that the conduct must be active: either offense or active defense. 
Active defense includes “electronic counter-measures designed to strike attacking computer 
systems and shut down cyber-attacks midstream.”This definition says that cyber-attack “consists 
of any action taken”. Such actions include hacking, bombing, cutting, infecting, et cetera. But the 
objective can only be to undermine or disrupt the function of a computer system or network in 
explaining the phrase, to undermine the function” in the definition. It is certain that the main 
objective of a cyber-attack must be to undermine the function of a computer network. A 
computer network may be compromised indifferent ways. Syntactic attacks disrupt a computer’s 
operating system, causing the network to malfunction. Examples of such include viruses, worms, 
Trojan horses and denial of service attacks. 
Cyber-attacks are becoming widespread and constantly under attacks are organisations, 
institutions and countries. Despite the intrusion detection systems (IDS), firewalls (FW), evasion 
prevention systems (EPS),  network patches, anti-virus applications, fuzzers, and other 
penetration detection tools available in the cyber security marketplace (Udo-Akang,, 2014). It is 
a posing a serious threat to effective governance and national security of most countries. It has a 
global origin and every organization or country is a potential target. 
II. Governance 
Fukuyama (2013) defines governance as a government's ability to make and enforce rules and to 
deliver services, regardless of whether that government is democratic or not. It is about the 
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performance of agents in carrying out the wishes of principals, and not about the goals that 
principals set. 
Marc (2011) relates governance to the processes of interaction and decision-making among the 
actors involved in a collective problem that lead to the creation, reinforcement, or reproduction 
of social norms and institutions. 
Agagu (2010) describes governance as a process where public institutions manage public affairs 
to ensure the effective use of resources to achieve the good life expected of citizens in a given 
state. This definition reflects the participation of the citizens in the affairs of the state. 
Governance according to World Bank (2006 cited in Agbude and Yartey, 2012) is the exercise of 
political power in the management of a nation’s economic and social resources for 
developmental purposes. The following three key aspects of governance were identified by 
World Bank: the form of a political regime; the process by which authority is exercised in the 
management of a country’s social and economic resources and the capacity of governance to 
design formulate and implement policies and discharge functions. 
As noted by the UNESCO, Governance can be used in several contexts, such as corporate 
governance, international governance, national governance and local governance (Odozi, 2014). 
The focus of this article is on national governance. 
III. Effective Governance in Nigeria 
For governance to be termed effective  or good it should have attained the following; equity, 
justice, enhanced participation of citizens,  protection of life and property, respect of the rule of 
law and improved living standard of the populace, responsiveness, a strong civil society, free 
press, social sanction and reward system,  efficient systems and structures. Thus, Anyadike and 
Emeh (2014) define governance as that process employed to achieve the noble end of the state. 
It is an obvious datum that despite Nigeria’s vast resources and huge potentialities, she remains 
grossly undeveloped as abject poverty, acute youth unemployment; heightened crime rate, poor 
health prospects and widespread malnourishment have been the main features of Nigeria’s 
political economy (Ogundiya 2010 cited in Anyadike and Emeh, 2014). Hence, the problem of 
development in Nigeria is a problem of governance; especially when defined in terms of the 
proper, fair and equitable allocation of resources for the achievement of the ends of the state, 
which is the promotion of the common good of the people. Not to mention most importantly the 
fact that, Nigeria has been categorized among countries practicing all manners of online fraud 
such as hacking, fraudulent transactions via the internet, theft of credit cards among others. 
Although, this categorization does not augur well with the country. But irrespective of that, the 
practice continues unrelenting and the individuals involved are catching fun, as there seems to be 
no law guiding against cyber-attacks in the country. 
Dickson (2012), 
affirms that one fundamental thing Nigeria lacks in governance and government  is the word 
“good” even when many Nigerians have identified good governance as the sine qua non for peace, 
progress, and stability, free and fair elections. In fact it is viewed as the only passport to delivering 
the dividends of democracy. For the nation to work, we need good governance. In order to 
maximize our potentials, improve the general welfare of the Nigerian people and even 
development in geo-political terms, there must be good governance. Until good governance is 
viewed as the process of decision-making and the process by which decisions are implemented, 
we are still far off simply because the way and manner public persons deal with public institutions, 
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conduct public affairs, manage public resources, are questionable, corrupt, and without due regard 
for the good of the people. 
 
3.1 Documented Cases of Cyber-attack in Developing Countries 
 Cyber-attacks have been widely acknowledged as computer-to-computer attacks undermining 
the confidentiality, integrity, and /or availability of computers and/or the information they hold 
(Hathaway et al, 2012). The importance of securing cyberspace is increasing, along with the 
sophistication and potential significance of the results of the attacks. Moreover, attacks involve 
increasingly sophisticated coordination among multiple hackers across international boundaries, 
where the aim has shifted from fun and self-satisfaction to financial or military gain, with clear 
and self-reinforcing motivation (Kim et al, 2012:66). Indeed, cyber-attacks on states have in 
recent time proliferated both in numbers and severity. While incidences of cyber-attacks in 
developed countries are well documented, very little research appears to be available about 
developing countries. 
 
3.2 The State of Estonia 
Estonia was attacked in April 27, 2007 in what has come be recognized as the world’s first 
cyber-attack that threatened the national security of an entire state. In a matter of hours, the Web 
sites of Estonia’s leading banks and newspapers crashed. Government communications were 
compromised. The attack was reported to have originated from thousands of zombie private 
computers around the world (Shackelford, 2010). In essence, the persistent attacks involved 
computer robot networks, known as botnets that seized more than a million computers from 75 
countries and directed them to barrage targets in Estonia (Beidleman, 2011:57). 
Beidleman (2011) further argued that the majority of the attacks came in the form of distributed 
denial of service (DDOS) attacks that overwhelmed websites with a massive number of requests 
for information and crippled the underlying network of routers and servers.  Despite efforts by 
government of Estonia to seek international support, especially from advanced countries of 
Russia and United States to combat the scourge, it nonetheless proved futile. The incident robbed 
the country of a huge slice of its national income before it was resolved.  
3.3 The State of Belarus  
The state of Belarus experienced a series of cyber-attacks in April, 2008 when the website of 
Radio Free Europe/Radio Liberty’s Belarus service became a target of a Distributed Denial of 
Service (DDOS) attack. Corporative Cyber Defense Centre of Excellence (CCDCOE, 2010) 
argued that service of the radio station was inundated with about 50,000 fake pings every second, 
which the organization reported as unprecedented in the history of cyber assaults against them. It 
was also reported by the agency that in a few hours following the commencement of the DDOS 
attack against the Belarus Service, seven other RFE/RL websites in the Eastern European and 
Central Asian/Middle East region (Kosovo, Azerbaijan, Tatar-Bashkir (ethnic regions within the 
Russian Federation), Radio Farda in Iran, South Slavic, and Tajik) were also affected. The attack 
was reported to have lasted for two days and caused incalculable damage to the Belarus 
government.  
 
3.4 The Lithuanian State 
Following the passage of the amendment of the law and its condemnation by the Russian 
Federation, on June 2008, cyber-attacks against Lithuanian websites began. According to the 
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report released by the Lithuanian embassy cited in (CCD COE, 2010), the main type of the attack 
was defacement of websites and some e-mail spam. It furthermore noted that the original content 
of nearly 300 websites was replaced with communist images on a red background portraying the 
flag of the Soviet Union. According to the Lithuanian Computer Emergency Response Team 
(CERT-LT, cited in CCD COE, 2010), the majority of the attacked Web sites were hosted on a 
single Hostex Web server, which had a vulnerability either in the Web server software or the 
Linux operating system. CERT-LT further reported that the hackers launched the attack against 
all that was accessible in Hostex’ Servers with no specific regard to any particular website.  
CERT-LT has estimated that about 95% of the sites that were hit belonged to private sector 
organizations, since the public sector largely avoided the damage due to early warning.   
 
3.5 The State of South Africa 
The South African Consumer Union (SACU) had in 2003 drawn the attention of the South 
African government to the urgent need to protect their clients against Internet Banking Fraud. 
According to Herselman and Warren (2010) hackers defaced more than 60 South African web 
sites in 2003. They contended that the incident was a new daily record and significantly higher 
than the previous record of 52 web sites defaces in one 24-hour period. They reported that on 20 
July 2013, a hacker cleaned out a number of ABSA bank accounts, noting that the hacker used 
spyware to obtain usernames and passwords, essentially engaging in identity theft in siphoning 
off funds from unsuspecting users.  
Similarly, The Cape Times, (cited in Herselman and Warren 2010), had in June 2003 reported 
that the African Bank website was hacked onto by an unknown party. According to the report, 
the “7up hacker” had invaded their website and defaced the site. 7up removed all the content 
from the bank’s home page and left a damaging message. Consequently, 7up hacked into more 
than 52 South African websites – mostly in the Western Cape – in less than 18 hours; however, 
there is no evidence to suggest that the hacker gained access to bank accounts.     
Furthermore, South African universities have come under cyber-attack in the past. On July 2, the 
IT Services website at the University of Cape Town was defaced by hackers. Before that, the 
University of Natal fell prey to attacks on May 21 and August 20. The University of the North 
was hacked on April 18, UCT on April 18 and the Medical University of South Africa on 
October 20, 2002 (Herselman and Warren, 2010). 
3.6 The Nigerian State 
Cyber-attacks committed in Nigeria are more than any other country in Africa. World ranking in 
cyber-attack indicate that Nigeria is on top of the list after United States and Britain but first in 
Sub-Saharan Africa (Chiroma et al, 2011:7). Documented cases of cyber-attacks most prevalent 
in Nigeria include yahoo attack, hacking, software piracy, pornography, credit card or ATM 
fraud, denial of service attack, internet relay chat (IRC) crime, virus dissemination, phishing, 
cyber plagiarism, spoofing, cyber stalking, cyber defamation, salami attack and cyber terrorism 
(Olusola et al, 2013).  
Indeed, Nigeria which boasts of a 29% internet penetration rate, 40 million internet users as at 
2013 and projected 70 million users in 2015, the highest in Africa, has suffered for years from 
cyber related crimes (The Guardian Nigeria, 2013). According to Isaac (cited in the Guardian 
Nigeria, 2013), Nigeria being a fast emerging market risks higher foreign invasion of cyber-
attacks because of the glut in capacity utilisation. It is this influx of foreign investors into the 
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country and opportunities that result from such that puts the country on the international sport 
light in contemporary cyber related crimes. 
In 2011, a group of Nigerian hackers known as Niger Cyber Hacktivists attacked government 
sites including the National Poverty Eradication Programme website and the Niger Delta 
Development Commission, posting a letter protesting against the N1b ($6.6m) cost of 
inauguration for President Goodluck Jonathan and the country’s Freedom of Information Act. In 
a similar attack in January 2013, the Economic and Financial Crime Commission (EFCC) was 
attacked in response to reports of corruption (IDG Connect 2013).  It is on this score that I T 
News Africa estimated the sum of $200 million as the annual cost of cyber-attacks to the 
Nigerian economy. 
According to another report released by the International Data Group (IDG, 2013), the world’s 
largest technology media company, for years Nigeria has been the leading country in spam, with 
promises of Nigerian Princes offering millions for only small advance fee. It argued that these 
419 Scams are so synonymous with the country they are often called Nigerian scams. IDG 
further reported that back in 2005, Lagos state in South West Nigeria was widely considered the 
world’s leading place for scam crimes. It is important to note that although scam crimes are still 
common in Lagos state, they have been on the decline of late because the Nigerian Police have 
been more active in recent years in shutting down these kinds of operations. 
Perhaps what can be attributed to the persistence of cyber-attacks in Nigeria is the twin factor of 
the exponential growth in mobile telecommunication users and the rise in social networking – 
potential sources of globalization - especially among the teeming mass of unemployed youths in 
Nigeria. According to Akwule (2011), increasingly more cyber-attacks are perpetrated through 
mobile phones and social networks such as face book, twitter etc. He averred that Nigerian 
government is demonstrating increased awareness of cyber security issues, but existing 
capability to deter, monitor, or pursue cyber security is relatively low due to the forces of 
globalization. He submitted that the African Union is cooperating with other international 
agencies to arrive at harmonized legal framework that will be suitable to arrest the scourge of 
cyber-attacks in African countries.  
3.7 Research Hypothesis  
The following statements were hypothesized and tested in the course of this study; 
Hypothesis I 
H1: There exists a significant linkage between incidences of cyber-attacks and the assessment of 
effective governance in Nigeria  
H0: There exists no significant linkage between incidences of cyber-attacks and the assessment 
of effective governance in Nigeria 
 
Hypothesis II 
H1: The variant cyber-attacks has a significant influence on the perception of governance 
performance in Nigeria  
H0: The variant cyber-attacks has no significant influence on the perception of governance 
performance in Nigeria  
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4.1 RESEARCH METHODOLOGY  
Research Design  
The exploratory and survey research design were utilized in this study. The survey research 
design provides the bases for method enquiry and information gathering that cuts across different   
target audience at a point in time. The exploratory design offers the researcher opportunity to 
gain more insight into the nature and occurrences of cyber-attack as well as it relationship with 
the perception and assessment of effective governance in Nigeria. In addition explorative 
research design enables the researcher to have a better understanding of a situation that is not 
quit clear and thus has not attracted serious investigation and research in the past, (Asika, 2004).  
The analytical techniques were regression and descriptive method of data analysis.  
 
Sample and sampling procedure  
The population consists of experts in information and communication network systems in 
Covenant University, Bells University of Science and Technology cyber Café, internet users, and 
three major cyber-domains within the two Universities. A sample size of 150 was randomly 
selected from a targeted population of 250. The target audience was drawn randomly from the 
different schools. The simple random technique is basic sampling approach that gives 
opportunity for equal representation and selection of subjects. The sampling procedure was done 
in such a manner that will include all categories of inter users cutting across the institutions 
considered. This was to provide necessary variety of information needed for this study. 
 
 Target audience  
 A total of 150 copies were administered while filling of the responses was personally supervised 
by the researchers from which 126 copies dully filled were retrieved and utilized for this 
analysis. The response rate was 0.84 percent was recorded from the returned questionnaires. The 
responses were coded into scale variables that are measurable using a five point likert scale; 
Very high, High, Moderate, Low and Minimal. The coded responses were subjected to both 
descriptive and regression analyses that enable the study reach a conclusion.  
 
Research Instrument 
The research instrument employed was a well-structured questionnaire. The subjects were 
administered the questionnaire at their respective place of work. The administered instrument 
contained the instruction on how filling the questionnaire. The respondents assured of the 
confidentiality of the information provided in the instrument. In developing the research 
instrument, it was divided into two parts; part A and B. The first part focuses on the demographic 
information of the subjects. Part B is sub divided into five Sections I-V rated on a 5-1 point scale 
(Very High – Minimal) with a total of 37 items measured.  Section I relates to the outcomes 
related to types of attacks, section II measures the incidences of a the attacks, section III deals 
with potential sources of attacks, in section IV, we considered the motivating factors while 
section V relates to assessment and perception of governance performance.  The questions used 
in this study were gathered from literature and adapted for the current research. 
Validity and Reliability  
In ascertaining the validity of the research instrument, face and content validities were 
established from the management professionals and experts in the centre for system and 
information services (CSIS) department. The CSIS department is responsible for internet security 
and communication services.   The rest of reliability was tested with Cronbach alpha statistic was 
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0.934 with a total of 37 items tested which that the instrument was highly reliable. The result is 
shown in Appendix table 1. 
 
Research Model 
The analytical frame work for this study was adapted from the cyber incident analytical model 
approach by Mugavero and Sabato (2014). This present study model measures the relational 
effects of the outcomes related to types of cyber crime on the assessment and perception of 
effective governance in Nigeria. The researchers have drawn the constructs for model from the 
outcomes of related to types of attacks by Vatis (2001). In the research model the explained 
constructs measured the assessment and perception of effective governance while the 
explanatory constructs measured the severity of the outcomes related to the types of threats 
associated with cyber crime. 
In structuring the research instrument, the explanatory constructs were measured as the outcomes 
(includes; websites defacements, distributed denial of service attacks, internet relay crime, virus 
and Trojan dissemination effects unauthorized intrusion, attacks and system penetration) of 
threats and attacks rated on a five point likert scale (Very High, High Moderate, Low and 
Minimal effects) based on the severity of their effects. The explained construct was measured 
with the individual assessment and perception of effective governance (in terms of institutional 
public affairs management, enhanced citizen’s participation, sanction and reward system and 
protection of life and property). However, it is pertinent to note here that only the threats with 
significant relations with the assessment and perception of effective governance were reported in 
the case of social sanction and reward system in section IV. 
 
4.2 DATA ANALYSIS AND RESULTS 
The responses from the survey provided the framework for the analysis. The research instrument 
was structured into two main parts. The first part deals with the information that relates to the 
demographic characteristics of the respondents while the second part was intended to ascertain 
valid information patterning to cyber-attacks and effective governance. 
I. DEMOGRAPHIC INFORMATION OF THE RESPONDENTS  
 
Table 1 Age  
 Frequency Percent Valid Percent Cumulative 
Percent 
 
15-25 years 100 79.4 79.4 79.4 
Between 26-35 years 23 18.3 18.3 97.6 
36-45 years 3 2.4 2.4 100.0 
Total 126 100.0 100.0  
Source; Authors Survey, 2015 
 
The analysis of table 1 shows the demographic statistics of the respondents who participated in 
the survey study. It further reveals that of the total respondents 100 which represents 79.4% were 
between the age bracket of 15-25 years, 23 (18.3%) were between 26-35 years while only 3(2.4 
%) were within the age 36-45 age boundaries. 
Table 2 Education 
 Frequency Percent Valid Percent Cumulative 
Percent 
 
None 8 6.3 6.3 6.3 
Primary school leaving 
certificate 
14 11.1 11.1 17.5 
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WAEC/NECO 67 53.2 53.2 70.6 
B.Sc./OND 28 22.2 22.2 92.9 
Above B.Sc. 6 4.8 4.8 97.6 
Professional certificate 3 2.4 2.4 100.0 
Total 126 100.0 100.0  
Source; Authors Survey, 2015 
The educational background (table3) of the respondents shows that 8(6.3) had no formal 
education, 14(11.1%) had primary school leaving certificate, the majority of the respondents 
were WAEC/NECO holders, 28(22.2%) were B.sc./OND holders, 6(4.8%) had additional 
qualification beyond B.Sc. while 3 had other professional certificates in their own fields. 
 
Table 3 Occupation 
 Frequency Percent Valid Percent Cumulative 
Percent 
 
Petty Trading 8 6.3 6.3 6.3 
Farming 9 7.1 7.1 13.5 
Skilled Worker 45 35.7 35.7 49.2 
Cyber Operators 64 50.8 50.8 100.0 
Total 126 100.0 100.0  
Source; Authors Survey, 2015 
 
The occupational distribution of the respondents in table 5 suggests that 8 representing 6.3% of 
the total respondents were petty traders, 9(7.1%) were farmers; most of the respondents were 
skilled workers and cyber operators 64(50.8%). 
Figure 1 Nature of attacks 
 
Source; Authors Survey, 2015 
 
In figure 1 above, a large proportion of the respondents (37.30%) observed that the incidence of 
cyber-attack occurrences in recent time has moderated while (35.71%) also on the high side 
based on daily occurrences as shown in figure 1 above.  
Figure 2 Distributed denials of service attacks 
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In figure 2, it could be observed that majority (64(50.8%) of the respondents are of the opinion 
that there is a moderate occurrences of the distributed denial of services attacks on their cyber 
networks, 35(27.8%) confirm that the attacks has been high in recent times while 15(11.9%) 
believed that it has been on a very high rate compared to previous incidences. 
 
Figure 3; Incidences of attacks on daily basis 
 
As shown in figure3, the greatest proportion of the respondents (31.7%) observed that the 
incidence of cyber-attack occurrences in recent time has moderated while some (15.9%) also 
affirmed it is on the high side based on daily occurrences as shown in figure 1 above.  
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4.3  EMPIRICAL EVIDENCES   
 
I. EFFECTIVE GOVERNANCE AND CYBER-ATTACK MENACE  
 
 
Table 6 Coefficients
a
 
Model Unstandardized Coefficients Standardized 
Coefficients 
t Sig. 
B Std. Error Beta 
 
(Constant) 2.071 .226  9.155 .000 
INCD .380 .073 .423 5.195 .000 
a. Dependent Variable: EGOVN; Source; Authors Survey, 2015 
 
The empirical evidence from table 6 shows a strong significant relation between perception of 
effective governance (EGOVN) and incidences of cyber (INCD) occurrences at 1 percent level 
of significance. This indicates that rate of attacks could be linked to the performance rating of 
governance in Nigeria.    
 
Table 7 Coefficients
a
 
Model Unstandardized Coefficients Standardized 
Coefficients 
t Sig. 
B Std. Error Beta 
 
(Constant) 1.976 .314  6.283 .000 
NOA .362 .091 .335 3.960 .000 
a. Dependent Variable: EGOVN; Source; Authors Survey, 2015 
 
The evidence from table 7 supports the fact that the forms of attack could affect the perception of 
governance effectiveness among the populace. This suggested by the direct relationship between 
natures of attack (NOA) and assessment of governance performance (EGOVN) variable.  
II.   THREATS AND EFFECTIVE GOVERNANCE PERCETION 
 
 
Table 8 Coefficients
a
 
Model Unstandardized Coefficients Standardized 
Coefficients 
T Sig. 
B Std. Error Beta 
 
(Constant) 2.427 .388  6.261 .000 
Website defacement .340 .114 .417 2.996 .003 
DDOS Attacks -.062 .113 -.058 -.547 .585 
Internet relay crime -.052 .093 -.060 -.562 .575 
Virus  dissemination effects -.184 .107 -.234 -1.712 .090 
Unauthorized Intrusion .265 .118 .365 2.251 .026 
Attack and system 
penetration 
-.086 .106 -.114 -.814 .417 
a. Dependent Variable: EGOVN; Source; Authors Survey, 2015 
 
Here the website defacement, DDOS attacks, Internet relay crime, virus dissemination effects, 
unauthorized intrusion, attack and system penetration were tested with effective governance 
(EGOVN) as a factor component measured on assessment and perception with respect to 
institutional public affairs management, enhanced citizens participation, social sanction and 
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reward system, protection of life and property.  The joint significance of the construct in the 
model is determined at 1 percent level with the F-value of 4.629. 
Result of the estimated model indicates a significant connection between website defacement, 
unauthorized intrusion and effective governance perception however an inverse relation was 
observed between virus dissemination and effective governance though at 10 percent level. This 
further implies that while website defacements and unauthorized intrusion could be directly 
connected with effective governance Trojan and virus dissemination effects may not be directly 
linked with effective governance within the scope of the present study. DDOS attacks, internet 
relay service, attacks and system penetration appeared not yet determined, suggesting that these 
threats may not have been very dominant compared to other related outcomes.  
 
III.   INSTITUTIONALIZED PUBLIC AFFAIRS MANAGEMENT PERCEPTION 
To further investigate the effects of the threats on effective governance perception we further 
tested institutional public affairs management perception with virus dissemination, unauthorized 
intrusion and website defacement effects, and DDOS attacks. The results presented below;    
 
 
 
Table 9 Coefficients
a
 
Model Unstandardized Coefficients Standardized 
Coefficients 
t Sig. 
B Std. Error Beta 
 
(Constant) 1.934 .469  4.122 .000 
Website defacement .390 .138 .387 2.835 .005 
Virus dissemination effects -.366 .130 -.377 -2.813 .006 
Unauthorized Intrusion .390 .142 .436 2.740 .007 
DDOS Attacks .148 .137 .113 1.079 .283 
Internet relay crime -.089 .112 -.083 -.797 .427 
Attack and system 
penetration 
-.120 .128 -.129 -.937 .351 
a. Dependent Variable: Institutional public affairs management; Source; Authors Survey, 2015 
 
 
Given the ANOVA result (F= 5.594; sig. =0.000, Appendix table5) the analysis of evidence from 
the study result in table 9 above suggests that there is a significant direct link between 
unauthorized intrusion, website defacement and institutional public affairs management 
perception given the regression co efficient 0.436 and 0.387 individually significant at 1 percent 
significance level. However, the estimated result for virus dissemination with the regression 
coefficient (-0.383; sig. =0.002) significantly suggests that this related outcome effect of cyber 
crime may not be directly traceable to effective governance but could indirectly be associated 
with effective government. Also DDOS attacks, internet relay crime, attacks and system 
penetration revealed insufficient relational effects, thus confirming the earlier result as showed in 
the table 1 above. 
 
IV.   SOCIAL SANCTION AND REWARD SYSTEM ASSESSMENT  
In this model, effective governance perception and assessment in terms of social sanction and 
reward system was examined with the rated severity of threats effects. The outcomes in terms of 
website defacements, virus dissemination effects and unauthorized intrusion all provided 
evidence of significant relation with effective governance assessment. 
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Table 10 Coefficients
a
 
Model Unstandardized Coefficients Standardized 
Coefficients 
t Sig. 
B Std. Error Beta 
 
(Constant) 2.518 .347  7.246 .000 
Website defacement .279 .111 .279 2.501 .014 
Virus dissemination effects -.265 .122 -.276 -2.168 .032 
Unauthorized Intrusion .211 .109 .238 1.941 .055 
a. Dependent Variable:  Social sanction and reward system. Source; Authors Survey, 2015 
 
Following the result in table10 above, the result for all the threats reveals significant influence on 
perception of the social sanction and reward system as an effective governance measure. Website 
defacement and unauthorized intrusion revealed significantly relationship with the social 
sanction and reward system assessment at 1percent and 5 percent levels of significances. Trojan 
and virus dissemination effects reveal an inverse linkage with social sanction and reward system 
which further implies that the dissemination effects could be directly linked with other factors 
unconnected with governance effectiveness such as ineffective internet and system protective 
administration. 
 
4.4 DISCUSSION OF RESULTS 
The analysis of the regression models for governance assessment, nature and incidence of attacks 
shows that estimated results are statistically significant at 1 percent given the analysis of variance 
result of 15.685 for governance perception and nature of attacks and 26.985 for governance 
perception and incidences of attacks. This further suggests the empirical results are free from 
spurious effects and reliable for useful policy recommendations (see Appendix table 1&2). The 
evidences from the co efficient result of the determined effect of nature of attacks (NOA) and 
incidences of attacks (INCD) reveals that the frequency of cyber-attacks occurrences (0.423) has 
more determined effect on governance than the nature of the attack (0.335).  This implies that the 
frequent occurrences of cyber-attacks in its variant forms and corresponding impact such as 
defacement of public and privates websites, Trojan horses and virus dissemination and  
unauthorized intrusion effects poses a great threat on governance in Nigeria as revealed by this 
current study. On the contrary it could deduced from the study that some attacks such as 
distributed denial of services (DDOS) attacks, internet relay crime (IRC) attack and system 
penetration have not so dominant compared defacement of public and privates websites, Trojan 
horses and virus dissemination and unauthorized intrusion effects  However, the evidence from 
principal components analysis (Appendix table6) suggest that financial benefits and the wide 
spread dissemination of virus and Trojan effects constitutes the most prominent motivating factor 
for cyber-attack menace to effective governance in Nigeria among other motivational factors as 
exploring break through challenges and development of new destructive exploits scripts. 
5.1 Policy Recommendations  
(i) Empirical evidences from this study reveal that the nature of occurrences and 
incidences of attacks poses the greatest menace to effective governance in Nigeria. 
This study thus recommends for the establishment of institutional framework to curb 
the proliferation of cyber-attack. The  can be done by monitoring the various forms 
and nature of attacks so as to come up with appropriate counter-attack as well as  
121 
 
preventive measures as a pro-active strategy to be implemented , considering the 
vulnerable targets cites and domains.  
(ii) There is need for appropriate legal action to be initiated with adequate and clearly 
defined punishment and sanction commensurate with crimes involving hacking, 
website defacements and other forms of cyber related attacks. 
(iii) In addition, Nigerian government should as a matter of urgency formulate cyber 
security plan in Nigeria. The plan that involves legal issues, human resources 
practices and policies, operational configurations, and technical expertise. 
(iv) Finally, this study recommends for a concerted effort by the Nigerian government, 
law enforcement and security agencies to build and maintain a robust record of 
reliable data and documented reports of cyber-attack activities as this will provide 
useful information and  necessary data required for effective study and research and 
investigation on this area as paucity of data and reliable source of information could 
pose a significant challenge to scientific research in this areas especially for 
developing economies like Nigeria.  
 
 5.2   Conclusion  
It is obvious that the proliferation of internet and websites operations has brought an 
unprecedented innovation and development in different aspects of Nigerian development. It has 
significantly increased business networking s and communication channels that have enhanced 
globalization and faster dissemination of ideas in different human endeavors. However, the 
complexities and negative outcomes associated with this recent development in internet and 
websites activities have remained a threat to internet users, cyber domains and in general 
administration of effective governance. Consequently this has implications on the assessment 
and perception of credible governance among the populace and its role in curbing this menace 
that have lingered over the time. It therefore becomes very pertinent for the government, 
individuals, and private organizations that are predominantly the potential targets of the attack to 
strategize and develop proactive measures in designing a formidable process for providing 
security to their systems, vital information and data base against attack and unauthorized 
intrusions. The government and expertise in information and communications should draw up 
more programmes and policies for effective implementation plans against cyber-attacks. More so 
adequate resources and support is needed to increase awareness and train more experts in 
tackling these challenges of cyber-attack.     
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